R

«222= Mind Alliance

White Paper

Information Sharing Planning (ISP)

for Homeland Security

David Kamien
CEO, Mind-Alliance Systems, LLC
November 2010



Executive Summary

Today’s global economy and security
environment are increasingly interconnected.
Organizations must continuously improve how
they share information, and coordinate
emergency responses during a crisis. Failure to
do so can result in loss of life and assets.
Notable examples of these kinds of
communication breakdowns include the World
Trade Center bombing of 1993 and the World
Trade Center attack in 2001, Hurricane Katrina
in 2005 and the global spread of Swine Flu in
20009.

This white paper articulates the need for
developing information sharing plans and
procedures. It then describes some of the
challenges that organizations face after deciding
to develop information sharing plans and
procedures. Finally, it briefly describes the
solutions that Mind-Alliance Systems, LLC offers
to help organizations address these challenges
and reap the benefits of a systematic
Information Sharing Planning (ISP) process.

The Need for Security
Information Sharing Plans

During a crisis, information rarely flows
effectively within or between organizations that
have not developed communication plans and
exercised procedures.

As a result, information sharing governance and
procedures are becoming key components of
national strategies, standards, and plans
governing critical infrastructure protection,
border security, emergency response, incident
management, and business continuity. The U.S.
Department of Homeland Security’s “Project
SAFECOM” identifies five factors that contribute
to communications interoperability: usage,
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training & exercises, technology, standard
operating procedures and governance.

Experienced professionals recognize that
communication technologies— radios, cell
phones, email, pagers, Web portals, notification
systems, incident management software—is
vital, but is not sufficient to ensure success in
crisis communication.

Organizations must also build actionable
information sharing plans and procedures in
order to reduce the risk of experiencing a
breakdown in the flow of information.

Information sharing planning enables
interconnected organizations to better
understand each other’s needs and capabilities.

Coordinating security and emergency response
efforts increases their effectiveness.
Information sharing planning also enables
organizations to better understand internal
processes and external dependencies so steps
can be taken to enhance resilience.

A framework for information sharing planning
needs to support:

= Evaluating internal communication
protocols

= Determining the information needs of
external parties and agencies

= Assessing the flow of information
between jurisdictions, levels of
government, disciplines, and sectors

= Setting requirements for timely, accurate,
secure and policy-compliant
communication

A pre-crisis planning process must address
questions such as:

=  What information do | need to share;
when and with whom?

=  What information do | need to receive;
when and from whom?



=  What policies restrict or require
information sharing?

=  What information sharing issues can be
identified and addressed ahead of an
incident?

=  What are the likely consequences of
failing to share information?

= During exercises, did participants receive
information in a timely manner?

Without a coherent framework or initiative,
these questions rarely get answered or
incorporated into procedures.

Information Sharing and
Communication Planning
Issues & Challenges

1. No Single Agency is in Charge

A fundamental impediment to homeland
security is the absence of any single agency
responsible for planning or leading a disaster
response involving federal, state, local
government agencies, non-governmental
organizations, and private sector entities. Each
organization has its own rules, roles,
responsibilities, and interests. Not surprisingly,
planning sessions that unite organizations from
different disciplines and jurisdictions are held
relatively infrequently. Organizations naturally
seek to get their internal procedures in order
before embarking on a joint-planning process
with partners. As a result, the capability to
develop multi-organizational information
sharing plans still has not been systematically
institutionalized, and efforts to engage in pre-
event communication planning often get
derailed by other priorities.

2. Improving Information Flow Across
Organizations Demands Collaborative
Leadership

Dynamic leaders are starting to recognize that
information sharing and collaboration
technologies can dramatically increase
organizational intelligence and enable
organizations to solve problems and make
decisions more effectively. The idea of
proactively defining and institutionalizing
information sharing procedures is increasingly
being recognized as a lever for more effective
management, enhanced transparency and
greater performance. That said, some managers
still attempt to consolidate power and reduce
accountability by controlling information.

3. Many Organizations Lack Documented
Plans and Procedures Needed to Craft
Information Sharing Plans

Often the inputs needed to develop information
sharing plans and procedures — detailed
knowledge of an organization’s mission and
procedures —reside in people’s heads, in
documents that are not readily accessible to the
organization, or in another form that can only
be shared with partners in a controlled manner.

4. Excessive Focus on Technology

The planning process must be led by agency
leadership, planners and operations managers.
Their planning processes are distinctly different
from system integration requirements analyses
done by IT architects in that it produces action
plans and issues reports — not technical
requirements documents.

IT departments are clearly needed to support
software and hardware systems required for
communication and information sharing.
However, many organizations over-delegate
responsibility for achieving situational
awareness to IT departments tasked with
handling the technical aspects of information
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integration. Many issues that impede the flow
of information are caused by the absence of
planned procedures, rather than deficiencies in
technology. In fact, speakers at Homeland
Security conferences often state emphatically:
“Technology is not the problem!”

It is now clear that planners and operational
managers are responsible for defining
information needs and “business”
requirements, and for ensuring that procedures
keep pace with the operating and regulatory
environments. These management tasks
encompass defining procedures and protocols,
training stakeholders, and negotiating

agreements, in addition to technology concerns.

A Process for Developing
Actionable Information
Sharing Plans

In order to develop plans and procedures that
govern information sharing and communication
during a critical incident, organizations need:

1. Arigorously defined conceptual
framework and methodology for
analyzing what information needs to be
sent and received in order to perform
tasks and mitigate risks.

2. Asoftware support system for building
information sharing plans that enables
planners to manage all the inputs, and
easily update plans to account for
changes that occur when new personnel,
systems and policies are adopted

1. Information Sharing Planning (ISP)

Information Sharing Planning (ISP) is a
structured process developed by Mind-Alliance
Systems for building information sharing plans
and communication procedures. ISP combines
principles of strategic and scenario planning
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with capabilities-based planning, risk
management and performance assessment.

Planners apply the ISP process in planning
sessions, tabletop exercises, and after-action
review both within their organizations and with
partners.

Develo Publish, Train Review &
Pre-Planning Scope & Procedurﬁes & Exercise Improve
Objectives Procedures Procedures

Set Planning

In a 2006 project for the U.S. Department of
Homeland Security conducted in New Jersey to
analyze the flow of information in a mock
plague outbreak, Mind-Alliance used the ISP
process to discover gaps, bottlenecks, and
delays in the sharing of information that would
have cost thousands of lives in a real
emergency.

To do so, a facilitator walked participants
through each incident in an emergency event,
and asked questions such as:

= Given this event and incident, what tasks
do you need to perform to mitigate risks?

=  What information do you need and do
you produce when you do those tasks?

*  From whom do you get that information?
Are they the best or only source?

= To whom do you provide the
information? How is it communicated? Is
it provided upon request or pushed
automatically?

=  What policies, plans and restrictions
govern the provision of the information?

=  What technical means are used to deliver
or obtain the information?



= What happens if you cannot obtain the
information you need?

= How long, upon receiving a request for
information, does it take to provide it?

The project also validated the need for software
capable of managing and analyzing all the
information gathered in the ISP process and
used to build information sharing plans.

2. CHANNELS Software

CHANNELS enables organizations to
collaboratively apply the ISP process. The
software helps them to organize the
information collected in interviews and group
planning sessions and construct an information
sharing plan. CHANNELS automatically analyzes
the plan to identify improperly defined
elements, uncover gaps, and point out
weaknesses. It then extracts actionable and up-
to-date information sharing procedures for each
organization, role or individual.

The system also generates analytical reports
and visualizations to make plans
comprehensible and manageable.
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Benefits of Information
Sharing Planning

ISP provides homeland security organizations
with a wide range of planning, operations and
management benefits. Organizations get an
opportunity to make the flow of vital
information faster, policy-compliant, and more
resilient — less likely to break down due to
technical issues, human factors, or other
reasons.

The enhanced understanding of a partner’s
information needs improves organizational
intelligence and operational efficiency. This
understanding is key to better directed, more
timely operational information sharing, and
leads to effective coordination and policy
compliance.

Planning Benefits

= Develop better plans, exercises, after-
action reviews and protocols, in much
less time

= Verify that communication flow is
embodied in protocols and capabilities
before embarking on expensive exercises

= |mprove compliance with regulations,
planning frameworks, and internal
policies

= Produce a single source of updatable
records to document procedures

Operational Benefits

=  Faster collection of information from
other agencies and better directed
external communication, as a result of
clear protocols

= Enhanced coordination: Emergency
operations centers (EOC) becomes more
effective regional gateways for



emergency response situational
information

= Streamlined intelligence: Fusion Centers
leverage document collection
requirements and “essential elements of
information” for threat analysis

Management Benefits

= Better integration of intelligence and
decision making during a crisis

=  Enhanced collaboration across units,
jurisdictions and disciplines

= Reduced legal and regulatory compliance
risk

=  Smarter, risk-driven allocation of funding
and resources to the most critical
information needs

= Reduced institutional knowledge loss and
disruption due to turnover of personnel
and liaisons officers

=  Faster turnaround time through
anticipated requests for information from
governors and other jurisdictions,
disciplines, and sectors

About Mind-Alliance

Mind-Alliance Systems, LLC develops
information sharing planning software to help
public agencies and private enterprises improve
their resilience, enhance their organizational
intelligence and decision-making, and
streamline business processes.

CHANNELS software provides organizations with
the value of a proven systematic process and
management system for finding and fixing
information flow issues that would otherwise
put safety, operational performance and
compliance at risk.

To learn more about how Mind Alliance can
help your region develop robust information
sharing plans visit www.mind-alliance.com or
call 1-888-731-6018.

Mind-Alliance Systems, LLC | www.mind-alliance.com | +1-888-731-6018 6




<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /None
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Error
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /CMYK
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments true
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 300
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 300
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile ()
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /CreateJDFFile false
  /Description <<

    /BGR <>
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000410064006f006200650020005000440046002065876863900275284e8e9ad88d2891cf76845370524d53705237300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef69069752865bc9ad854c18cea76845370524d5370523786557406300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /CZE <>
    /DAN <>
    /DEU <>
    /ESP <>
    /ETI <>
    /FRA <>
    /GRE <>

    /HRV (Za stvaranje Adobe PDF dokumenata najpogodnijih za visokokvalitetni ispis prije tiskanja koristite ove postavke.  Stvoreni PDF dokumenti mogu se otvoriti Acrobat i Adobe Reader 5.0 i kasnijim verzijama.)
    /HUN <>
    /ITA <>
    /JPN <FEFF9ad854c18cea306a30d730ea30d730ec30b951fa529b7528002000410064006f0062006500200050004400460020658766f8306e4f5c6210306b4f7f75283057307e305930023053306e8a2d5b9a30674f5c62103055308c305f0020005000440046002030d530a130a430eb306f3001004100630072006f0062006100740020304a30883073002000410064006f00620065002000520065006100640065007200200035002e003000204ee5964d3067958b304f30533068304c3067304d307e305930023053306e8a2d5b9a306b306f30d530a930f330c8306e57cb30818fbc307f304c5fc59808306730593002>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020ace0d488c9c80020c2dcd5d80020c778c1c4c5d00020ac00c7a50020c801d569d55c002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /LTH <>
    /LVI <>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken die zijn geoptimaliseerd voor prepress-afdrukken van hoge kwaliteit. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /POL <>
    /PTB <>
    /RUM <>
    /RUS <>
    /SKY <>
    /SLV <>
    /SUO <>
    /SVE <>
    /TUR <>
    /UKR <>
    /ENU (Use these settings to create Adobe PDF documents best suited for high-quality prepress printing.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /ConvertColors /ConvertToCMYK
      /DestinationProfileName ()
      /DestinationProfileSelector /DocumentCMYK
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /MediumResolution
      >>
      /FormElements false
      /GenerateStructure false
      /IncludeBookmarks false
      /IncludeHyperlinks false
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles false
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /DocumentCMYK
      /PreserveEditing true
      /UntaggedCMYKHandling /LeaveUntagged
      /UntaggedRGBHandling /UseDocumentProfile
      /UseDocumentBleed false
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice


